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ranging from the level of the individual consumer to that of global trade. In th
was done visually—by observing charactenistics of objects. When copies of

objects that are essentially identical have to be identified, distinguishing mark

added. Efficient and accurate means are needed to recognize the markings any u ine the

identity of the marked objects. Therefore, an identification system consists o
muarkings and readers of those markings. The first readers were human being
innovations subsequently resulted in photodetectors, cameras, and lasers bein
The markings have evolved imto the popular bar code that is printed on almos
item.

ders.

ce and

Radio frequency identification (RFID) is a means of identifying obje zaling a
unique characteristic of the object (such as a unique identifying number stored on a silicon chip
attached to the object) using radio waves.! This technology promises orders-of-magnitude greater
elficiency and accuracy than were possible previous technologies. Although RFID is not a recent

dCVBIUPITIC]‘Il,I advances in semiconductor technology have now made this method practical and —

much more cost-cffective. RFID has many advantages over visual markings—primary among Radio Frequency Identification Technologies: A
them the ability to identily ebjects without th vement of line of sight. This means that Workshop Sumimary

objects can be identificd even when they are acked together or their surface markings are Committee on Radio Frequency Identification

removed, marred, or obscured.
The elements added to objects to facilitate identification in this way are called RFID tags.
Tags consist of at least two basic subsystems: (1) a memory element that holds an identification
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Radio [requency identilication {RFID) is a means of identifying objects by interrogating a
unigue characteristic of the object (such as a unigque identifying number stored on a silicon chip
attached to the object) using radio waves.' This technology promises orders-of-magnitude greater
elliciency and accuracy than were possible previous technologies. Although RFID is not a recent
d::vclupm::nl,z advances in semiconductor technology have now made this method practical and
much more cost-effective. RFID has many advantages over visual markings—primary among
them the ability to identily objects without the requirement of line of sight. This means that
objects can be identified even when they are tightly packed together or their surface markings arc
removed, marred, or obscured.

The clements added 1o objects to facilitate identification in this way are called RFID tags.
Tags consist of at least two basic subsystems: (1) a memory element that holds an identification

! For more background information on REID, see Roy Want, 2004, “RFID: A Key to Automating
Everything,” Scicntific American, January, pp. 56-65. See also Brian Dipert, 2004, “Reading Between the
Lines: RFIDs Confront the Venerable Bar Code,” 0N Magazine, October 14, available online at
<httpffeeow edn.comfindex. asp?layout=article Print&articleD=CA4684 1 8=, accessed December 14, 2004,

* Indeed, one workshop participant argued that RFID has been around since 1886, with Henz's
experiments in radio frequency propagation over a 1 meter range and developed into its first practical
application in a half-ton tag used to identify friend or foe in aireraft in 1942, For comparison, bar codes
were invented at Drexel University in 1948 and started becoming practical in 1962 with the advent of laser
readers for codes printed with inexpensive ink. See also Harry Stockman, 1948, “Communication by Means
of Reflected Power,” in Froceedings - the TRE [Institute of Radio Engineers], October. pp. 1196-1204, for
an early description of the theory and implementation of REID.
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In an experi ¢ San Francisco Exploratorium, a hands uscum,
families are given a h radio frequency identification (RFID) 1 wned a unigue
Web address that will document their visit to the Exploratorium. As sugzh the
various exhibits looking at different parts of the displays, they can usd ags
posted throughout the museum, and the system logs their interests. W c

particular exhibits that they visited come up on the Web site created £
additional cducatmnal rnatt,rlﬂl to spark Fur‘thcr mtcrc:,l The same ha.ndhq_ld reader 13 bung
dcvclup-nd F

while in{.'n.:
Giy Rl | bkt

addition, rg
control sys
ceonomic BCRCTE Were Hol Iealately e po =

arc vast, there are risks inherent in 1a.rgc-xLalc dl..p]c-yrm:ni of RFID. Until stakcholders (1ru,]udmg
industry leaders, policy makers, and advocates) grapple effectively with those concerns, it seems
likely that interest groups will seek alternative means to make their voices heard. Sirikes.

boycotts, and protests have already been organized to effectively block RFID implementations.”
This chapter provides a brief overview of many of the ethical, legal. cultural, and social issucs =
related to RFID technology, drawing on discussions and presentations at the workshop.

! This is the iReader, developed by Intel. For a brief description, see Adam Rea, Waylon Brunette, and
Gaetano Borriello, 2004, “Designing for Flexibility: A Look at the iReader,” presented at the Second
International Conference on Pervasive Computing. On the topic of elder care, see Celeste Biever, 2004,
“RFID Chips Watch Grandma Brush Teeth,” March 17, NewScientist.com Mews Service, March 17, 2004,
available anline at < hittp://www newscientist.com/article nsTid=dnd 788 =, accessed December 14, 2004,

*“RFID PPosition Statement of Consumer Privacy and Civil Liberties Organizations.” b
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(see footnote 2) lists five potential threats to privacy and civil liberties from the large-scale
deployment of RFID technologies: hidden placement of tags. unique identifiers for all objects,
massive data aggregation, hidden readers, and individual tracking and profiling.

Az descrnibed previously, “Big Brother” scenarios in which commercial interests or
sovernment can track an individual’s every purchase and move by compiling vast quantities of
minute data from electronic product codes within RFID tags are some time away from being
realized. But possibilities for immediate misuse remain. Workshop participants argued that
addressing social, ethical, legal, and cultural concerns is crucial for RFID technologies at every
stage, including technological design and the development of industry standards, policy and
regulation, and specific applications. Developing policy to incorporate social norms in emerging
technologies is often a discouragingly long process in an industry that seems to move at lightning
speed, almost always ahead of the policy discussions as well as ahead of the purview of
government regulators. For that reason, this chapter on the societal and privacy concerns
assoctated with RFID technologices necessarily takes a long view of the technology and its
potential implications.

Particularly i the realms of social norms. ethics, and policy, RFID technologies
confound simple discussion in a number of ways. First, the differences in the speed at which
policy and technology develop forces policy into what would scem to be the realm of science
fiction. If policy discussions are forced to make assumptions about future technological
developments, policy may fail to fit appropriately with socictal interests as they evolve along with
the technology. Second. because of what is often referred to as “function creep.” technologies
designed for one task are often adapted to accomplish another. Thus the stated purpose of any
new system will be an incomplete description of that system’s eventual use. Third, two primary
means exist for incorporating social goals (be they privacy, sccurity, manageability, reliability, or
usability) into a system. The two means are regulation and design. Each s very differently
motivated into action. Fourth and finally, thus far the most articulate discussion of social goals
related to RFID technologies centers on notions of privacy. Privacy, however, is not universally

defined, nor is it a flexible enough concept to encompass all of the issues that must be taken into
consideration as RFID-incorporating systems become prevalent.® And, of course, privacy is far
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As du\:,nde previously, “Big Bro1hn,r scenarios in which commercial interests or
government can track an individual’s every purchase and move by compiling vast quantitics of
minute data from electronic product codes within RFID fags are some time away from being
realized. But possibilities for immediate misuse remain. Workshop participants argued that
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related to RFID technologies centers on notions of privacy. Privacy, however, 1s not universally
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consideration as RFID-incorporating systems become prevalent® And, of course, privacy is far
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